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27 May 1948

CENTRAL REPORTS STAFF

C.R.8, PROCEDURAL MEMORANDUM NO, 1°

SECURITY IN OFFICE ROUTINE

Detalled security ﬁrocedures for the Central Intelligence Group are
in preparation. Pending thefr issuance, the following is furnished for the
guidance of personnel of the Central Reports Staff,

1. C.LG. Security Grganization The Sacurity Officer, Central
Inteiligance Group (Room 2162) 1s responsible for the enforcement of
security regulations within C.1.G, as a whole. Local responsibility within
the Central Reports 3taff for security enforcement is a !unctlon of the
Secratary, C.R.5, (Room 22682),

2. xndividual Reaponsibmties It is the responsibility of each indi-
vidual s C RS, 10 insure the security of his own working materials and
aquipment both during the working day and at the close of each day. M is
his further responsibility, if the last to leave his room at night, to see that
lights are turned off, windows drawn shut, and corridor doors locked. Other
specific individual responsibﬂjues are set forth below. However, nothing
in this memorandum relieves the individual of his full responsibﬂlty for
safeguarding claesified information as set forth in the more detailed Army,
Navy, and State Department regulations on the subject.

3. C.R.S. Duty Cfficers. Daily duty officers (to be designated by in-
formal roster) will make a complete check of the C.R.S. area after departure
of Staff personnel to Insure compliance with these provisions and with such
provisions as are herenfter established by C.L.G. This duty, which shall
begin at 4:00 P.M. (12:00 noon on Saturdays and holidays) and continue until
all C.R.S. offices have been checked, shall ineclude:

a. Check of all safes and other security equipment.

b. Inspection of “SECRET" waste baskets, including res-
ponsibility for insuring that contents have been couected by C.L.G.
security detachment or stowed (as on Saturdays) in individual safes.

¢. Arrangements with C.1.G. Security Office for locking of
windows, when necessary.

d. Assurance that deaks are cleared of classified matter;
that lighis are extinguished; and that corridor doors are locked.

4. Telephones. Telephones must be presumed to be insecure and
shall not Be used Tor classified information,
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5. Documents. Documents and other materials eclassified above
RESTRICTED will fiever be left unguarded. When not in use, such docu-
ments will be deposited In safes which will be locked both at the end of
the day and whenever C.R.S, rooms may be unavoidably vacant during the
day. Documents classified above RESTRICTED will never be kept in desks -~
even when locked--or In filing cabinets or any other substitute for a three-
way combination safe. These provisions apply as well to secretarial notes
and notehooks, used carbon papars, stencils, and the lke.

Classified documents will not be taken from the office for work
at home.

6. Safes. There have been instances where the custodians of classi-
fled material have unwittingly left safes unlocked because of unfamiliarity
with combination locks, Custodians of safes should make certain that each
drawer and compartment is in position for locking, should turn the dial at
least three complete revoiutions, and should thereafier test all drawers
and bendles. '

Each safe will bear, on a card affized to the inside front panel of
the top drawer, the name, address, and telephone number of all persomel
having knowledge of the combination, as well as the date on which the com-
bination was set.

For each safe, a single record memorandum of the eombination
shall be made out by the custodian, enclosed in double envelopes, and dali--
vered senled to the Secretary, C.R.8,, for transmittal to the Security Offi-
cer, C.L.G. The outer envelope will bear the legand, ‘‘Central Reports Staff,”
the room number, C.1.G. safe number, date on which the combinstion was set,
and the names of all persons knowing the combination. The cusiodian will
sign his name across the sealed flap of this envelope and cover the signature
with scotch tape,

Combinations will be changed (1) at laast every six months and (2)
upon permanent departure of any persoa knowing the combination. Revised
combination memos will be furnished the Security Cfficer, C.LC.,in such
¢ases.,

7. Office Waste. All waste baskets in C.R.S, offices will be marked

- “SECRET" and handisd accordingly. All waste office material, regardless
of elassification, will be placed in these baskets., Classified material will
be torn in pleces befors being deposited in baskets. Saturdays excepted, ail
material in “‘SECRET"’ baskets will be collected by the security detachment,

.. oeginning at 4:00 P.M,, for subsequent destruction by burning. Waste accurau-

lated after the regular pickup must be locked in safes overnight. On Saturdays,
when C.I.G, waste collection is omitted, C.R.S. personnel will lock such waste
material in safes until the next working day.

Paper cups, newspapers, tobacco containers, cigaret stubs, cleaning
tissues, etc., will be placed in hallway recaptacles and NOT in “SECRET”
waste baskets. :

8. Destruction of Classified Matter Bearing Copy Numbers. When it

is necessary to destroy ¢lassified documents béaring copy numbers, or nther
means of accountability , custodians shall prepare a memorandum for the
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Security Officer, C.1.G., In quadruplicate, listing the material to be des-
troyed. The original and two copies of this memorandum, together with
the documents concerned, should then be transmitted to the Security COffi-
rer for supervised destruction by burning,

9. Loss or Compromise. In case of loss or compromise of classi-
fied documents or Information, immediate notification is to be made to the
Secretary, C.R.S3.

25X1A9%a

Acting Chief, C.R.S.

: Di.?;tribution:’

Director of Central Intelligence 7
Deputy Director of Central Intelligence
Becrstary, N.IA.

Administrative Officer, C.L.G.

Central Records Section, C.LG. (2)

All C.R,S, Fersonnel
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